
U.S. FDA Tightens Reprocessing Rules 
In Wake of Superbug Outbreaks

The U.S. FDA on Thursday issued final guidance strengthening 
controls on reprocessing and scheduled a May advisory panel meet-
ing in response to an ongoing outbreak of antibiotic-resistant bacte-
ria linked to duodenoscopes. 

While the superbug outbreak made finalizing the guidance a pri-
ority, FDA chief scientist Stephen Ostroff says the agency has been 
reviewing and reworking the document “almost continuously since 
the draft was issued” in 2011.  The agency received more than 500 
comments on the draft.

The 44-page revised document provides more clarity on testing 
protocols, data submission and reprocessing instructions than the 
draft, says William Maisel, CDRH’s deputy director for science. The 
policies it outlines have already been put into effect and apply to 
many types of devices, not just duodenoscopes. 

Manufacturers of covered products must include data validat-
ing the effectiveness of their reprocessing methods as part of their 
510(k) submissions. Specific product categories subject to the guid-
ance include bronchoscopes and accessories; ear, nose and throat 
endoscopes and accessories; gastroenterology and urology endo-
scopes with elevator channels; automated endoscope reprocessors; 
colonoscopes; neurological endoscopes; arthroscopes and accesso-
ries; and laparascopic instruments and accessories.

User Instructions

The guidance establishes six criteria for reprocessing instructions:

 ● Labeling should reflect the intended use of the device. The 
instructions should consider what type of tissue the device 
comes into contact with, whether the device is subject to 
contamination during normal use, and whether the device 
can be splashed with bodily fluids;

 ● Instructions should advise users to thoroughly clean the 
device. This may include instructions on how to take a de-
vice apart for proper cleaning, or ways to flush devices prone 
to gathering debris on the inside.
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 ● Instructions should indicate the ap-
propriate microbicidal process for the 
device. These should be consistent with 
current infection control principles, which 
require more intense sterilization tactics 
for devices that directly enter the body or 
contact the blood during use.

 ● Instructions should be technically feasible 
and include only devices and accessories 
that are legally marketed. For example, 
radiation sterilization is generally only used 
by manufacturers, while steam sterilization is 
commonly used in healthcare settings.

 ● Instructions should be comprehensive. 
By this, the FDA means they should dis-
cuss topics including disassembly and 
reassembly; the recommended method of 
cleaning; visual inspection; which clean-
ing agents should be used and rinsing to 
remove chemical residues. They should also 
include either a specific recommendation on 
how many times a device can be reused or 
a way for the user to tell when a device has 
exceeded its useful life, as well as contact 
information for the manufacturer.

 ● Instructions should be understandable. 
They should be simply written and laid 
out in a sequential order, and the format 
and layout should be consistent across 
product lines to help improve user com-
prehension, the FDA says.

When developing cleaning procedures, man-
ufacturers should refer to device-specific guid-
ance, the current AAMI/ANSI standard on medi-
cal device sterilization and two AAMI documents 
providing technical information on reusable medi-
cal device design and cleaning criteria, as well 
as current consensus standards, the agency says. 
Human factors should also be addressed.

Meeting Focuses on Duodenoscopes

The FDA’s Gastroenterology and Urology 
Devices Panel is slated to meet May 14-15 to 
discuss recent reports of bacterial transmission 

associated with the use of duodenoscopes. Panel-
ists will consider issues related to different clean-
ing, disinfection and sterilization methods and the 
amount and type of premarket validation data and 
information needed to support labeling claims. 

Panelists will also discuss the appropriate use 
of other risk mitigations, such as surveillance 
cultures, best practices for reprocessing devices 
at user facilities and ways to ensure patient safety 
during procedures using duodenoscopes. 

Recalling duodenoscopes is not an option 
because they remain the lowest-risk way to treat 
a very common condition, Ostroff says. The 
agency is investigating whether design changes to 
the devices could prevent the infection risk, but 
that may take some time, he adds. 

Comments on the issue may be submitted to 
Docket No. FDA-2015-N-0722 through May 28. 

View the final guidance at www.fdanews.
com/03-16-15-reprocessing.pdf. The meeting 
notice is at www.fdanews.com/03-16-15-panel.
pdf. — Elizabeth Orr

Devicemakers Responsible for Costs 
Of Implant Replacements: EU Court

Medical device companies could be held lia-
ble for the cost of surgically replacing defective 
implants, under a recent ruling by the European 
Court of Justice. 

The case involved Boston Scientific’s 
Guidant Pulsar and Guidant Meridian pacemak-
ers, which were found during quality checks to 
have a design flaw that could cause the battery 
to die prematurely. In 2005, the company issued 
a warning to physicians and offered to cover 
replacement devices even for patients whose war-
ranties had expired.

However, when an insurer asked the com-
pany to cover the surgical costs of two patients 
whose pacemakers were replaced, the company 
balked and said no problems had been detected in 
the specific devices used in those patients, which 
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had been discarded without examination. A Ger-
man court asked the EU’s highest court to deter-
mine whether the manufacturer was responsible 
for surgical costs related to similar devices when 
those devices haven’t been proven defective.

In finding for the insurer, the Court of Jus-
tice ruled that when a product class is found 
to be defective, each individual unit within the 
class may be considered defective without for-
mal examination.

“Where it is found that such products belong-
ing to the same group or forming part of the 
same production series have a potential defect, it 
is possible to classify as defective all the prod-
ucts in that group or series, without there being 
any need to show that the product in question is 
defective,” the court writes. 

The ruling could lead to a greater focus on 
indemnities between component manufacturers 
if insurers begin seeking recovery for implant 
replacements, attorney Manoj Vaghela, a partner 
at Pinsent Masons, tells IDDM.

Boston Scientific plans to appeal.

The company hasn’t sold the two pacemakers 
in the EU since before 2001, says spokeswoman 
Kelly Leadem. 

View the decision in Boston Scientific Med-
izintechnik GmbH v AOK Sachsen-Anhalt – Die 
Gesundheitskasse and Others at www.fdanews.
com/03-16-15-BSX.pdf.  — Elizabeth Orr

CMS Pushes Back on Adding 
UDIs to Claims Data

U.S. regulators established a schedule for 
manufacturers to add unique device identifiers 
to product packaging well over a year ago, but 
there’s an ongoing squabble within the Depart-
ment of Health & Human Services over exactly 
how that information will be used. 

The debate centers on whether UDI informa-
tion will be included in the claims forms used 

by the Centers for Medicare & Medicaid Ser-
vices. A multistakeholder postmarket surveil-
lance system being recently proposed by the U.S. 
FDA anticipates using UDIs on claims to help 
track device use (IDDM, Feb. 27). But CMS said 
doing so would be expensive and technologically   
challenging.

The disagreement was revealed in a Feb. 23 
letter from recently departed CMS Administrator 
Marilyn Tavenner, updating Sens. Charles Grass-
ley (R-IA) and Elizabeth Warren (D-Mass.) on 
how CMS planned to use UDIs. 

Tavenner says adding UDI collection to a 
standard Medicare claims form would require 
multistep bureaucratic approval, including a for-
mal rulemaking process. Incorporating UDI data 
would also require “substantial, expensive, and 
time-consuming changes to claims processing 
systems and claims warehouses” for all Medicare 
providers, clearinghouses, vendors and business 
associates, she says.

Claims Forms Being Revised

Medicare’s claims forms are currently under-
going revision by the Accreditation Standards 
Committee X12, which decides what fields to 
include in standard electronic claims. The revised 
forms are expected to debut sometime in 2016. 
It’s not clear what the direct cost of adding UDI 
information as part of that process would be, but 
Tavenner notes in her letter that the most recent 
claims form update took five years and cost 
around $700 million. 

Rather than adding UDIs to claims forms, 
Tavenner suggests collecting them through regis-
tries and electronic health records. 

Proponents of UDIs on claims disagree. “To 
achieve the most effect, UDI needs to be cap-
tured throughout the healthcare system,” says 
Josh Rising, director of the Pew Charitable 
Trusts’ healthcare programs. “If it’s not in the 
claims form, it’s much more difficult to do analy-
ses to understand device performance.”
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Rising says that Pew, private health insurer Aetna 
and others are encouraging ASCX12 to add space for 
UDI data to claim forms used for implants.

Jay Crowley, vice president and UDI practice 
lead at USDM, says the benefits of adding UDIs 
to claims data will likely become clearer to CMS 
as the identifiers go into wider use and become 
part of the conversation around new technologies 
and payment decisions. 

“I don’t have the sense CMS is vehemently 
opposed” to the idea, he tells IDDM.  “I think 
it’s complicated, and I’m not sure we’ve laid out 
a specific use case for them on what this looks 
like.” Crowley was the chief architect of the UDI 
system during his time at the FDA. 

FDA spokeswoman Jennifer Corbett Dooren 
says the agency continues to work with stake-
holders to understand and document the value, 
benefits and cost of reporting UDI in administra-
tive transactions. 

View Tavenner’s letter at www.fdanews.
com/03-16-15-Tavenner.pdf. — Elizabeth Orr

Australia Issues Guidance on HIV 
Self- and Point-of-Care Tests

Manufacturers of Class 4 HIV antibody/anti-
gen-based self-tests and point-of-care tests must 
provide clear instructions indicating the need to 
confirm positive results with another test method, 
Australian regulators say.

Instructions for use must also warn that neg-
ative results obtained within three months of a 
high-risk event should be repeated three months 
later for confirmation, the Therapeutic Goods 
Administration says in final guidance released 
this month. The tests must be easy to perform, 
with minimal operator intervention or proce-
dural steps.

HIV self-tests must have a clinical sensitiv-
ity of at least 99.5 percent for whole blood and 99 
percent for oral fluid, and a clinical specificity of 

at least 99 percent for detection of HIV infection, 
the guidance says.

Usability studies for self-tests should 
address an individual’s ability to interpret pre-
determined results, the incidence of operational 
errors and test system failures and a comparison 
of the user’s sensitivity and specificity to true 
HIV status.

Meanwhile, laboratory-based tests intended 
for donor and diagnostic screening must show 
100 percent sensitivity for HIV positive samples 
and more than 99.5 percent specificity, among 
other performance characteristics. 

The Medical Technology Association of Aus-
tralia welcomed the guideline, saying makers 
and suppliers of HIV point-of-care and self-tests 
can now prepare their regulatory submissions 
with more certainty about the required levels of 
performance.

Prior to the release of the final guideline, the 
MTAA raised concerns that the proposed perfor-
mance requirements for HIV self-tests were unre-
alistic and would have prevented any currently 
commercially available test being considered 
acceptable by the TGA, says Chris Szeleczky, a 
spokesman for the group.

The TGA appears to have listened to those 
concerns, as the guideline now identifies a more 
realistic set of performance criteria for HIV self-
tests, while still acknowledging the significant 
risk-mitigation strategies considered necessary 
for their safe and effective use, he says.  

Read the guidance here: www.fdanews.
com/03-15-TGA-HIV.pdf. — Jonathon Shacat

Report: More Devices Recalled in Q4, 
Even as Recall Actions Drop

The number of medical devices recalled 
in the U.S. during the final quarter of 2014 
increased over the prior quarter, despite an over-
all drop in the number of recall actions, a report 
from Stericycle Expert Solutions shows.

(See Recalls, Page 6)
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Overall, 23.8 million devices were affected by 
recall actions during the quarter, up 27 percent 
from the third period. But the number of actual 
recalls for the fourth quarter dropped 26 percent 
to 220. Agencywide, there were 398 recalls dur-
ing the quarter, which was the smallest number 
since Stericycle began tracking data in 2012.

Devices showed the highest rate of inter-
national recalls among all product categories 
tracked by Stericycle, with 60 percent of FDA 
actions affecting at least one country outside 
the U.S. These included recalls in such remote 
areas as Bahrain, Brunei, Cuba, Fiji and Malta — 
recalls that posed extra challenges due to a lack 
of existing infrastructure such as local facilities 
or on-site representatives, Stericycle says.

One devicemaker saw 19 separate recall 
actions during the quarter, while another 36 
experienced two or more recalls.  

Packaging and labeling issues were the most 
common cause for recalls, Stericycle says. The 
group predicts that recall response in future years 
will be eased by implementation of unique device 
identifiers.

The report was generated by analyzing 
FDA enforcement reports and product recall 
announcements. View it at http://recall.stericyc 
leexpertsolutions.com/wp-content/uploads/
sites/2/2015/02/Q4-2014-US-Recall-Index.pdf. 
— Elizabeth Orr

U.S. FDA Defends Guidance Pace, 
Data Shows CDRH Times Lag

The U.S. FDA’s device center is the slowest 
to finalize draft guidance, new data shows. The 
finding came to light in a letter to Senate law-
makers defending the FDA’s pace of guidance 
development.
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The agency has published 172 draft guidances 
that are more than a year old but have not been 
finalized — including 52 from the Center for 
Devices and Radiological Health. On average, it 
takes CDRH 797 days to finalize a guidance doc-
ument, the FDA says. This is the longest of all 
eight centers, with the median range at the oth-
ers ranging from 425 days for the Office of Foods 
and Veterinary Medicine to 743 days for the Cen-
ter for Biologics Evaluation and Research.

One CDRH guidance on the safety and 
labeling of home-use in vitro diagnostics has 
lingered in draft form since 1988, while seven 
others date to 1995 or earlier. 

The agency produced the data in a letter to 
Sen. Lamar Alexander (R-Tenn.) to refute claims 
by Alexander and three of his Republican col-
leagues that the agency is too slow and that 
draft guidance often becomes default agency 
policy.

Drafts Clearly Marked

In the March 9 letter, FDA Associate Com-
missioner for Legislation Thomas Kraus said all 
centers at the FDA comply with the laws that 
govern guidance development, and he rejected 
the idea that the agency treats draft guidance in 
the same way it would final guidance.

Kraus also rejected the lawmakers’ claim 
that the FDA doesn’t differentiate clearly 
between draft and final guidance, noting that 
each draft guidance is prominently marked as a 
draft and carries a notice that it will represent 
official FDA position “when finalized.”

However, Kraus did say the FDA is looking 
for ways to shorten the guidance development 
process.

The Senate HELP Committee, which leveled 
the criticisms of the FDA in May of last year, did 
not respond to requests for comment. Read the 
letter at www.fdanews.com/03-11-15-HELPletter.
pdf. — Lena Freund, Elizabeth Orr

O2 Conserver Maker Warned 
For Device Failures, Procedures

The U.S. FDA has handed Inovo a warning let-
ter for failing to correct, or in some cases docu-
ment, fixes to device defects and faulty procedures.

Inovo, which makes oxygen products for the 
home use market, failed to determine the cause or 
take adequate action regarding complaints about 
pulse malfunctions in its Evolution, SmartDose and 
Part 6505 pneumatic oxygen conservers, according 
to the Feb. 19 letter posted recently online. 

After the company documented that an 
incoming shipment of these switches failed sen-
sitivity testing, and the supplier agreed to use a 
pneumatic press to alleviate the problem, Inovo 
amended its procedure, but didn’t document the 
effectiveness of this action, the FDA says. 

The agency also cites Inovo for failing to 
establish and maintain procedures for developing 
and validating device software design. Specifi-
cally, documentation for the Evolution conserver 
doesn’t include structural testing at the code level 
or an adequate description of regression testing, 
the warning letter says.

No Protocol in Documentation

In addition, clinical documentation for the 
Evolution conserver doesn’t include the written 
protocol or patient’s baseline saturation levels for 
the 900M model or device settings for the patients.

The letter also dings Inovo for lacking pro-
cedures to ensure that all products and services 
conform to specifications. The firm’s supplier 
procedures don’t require written evidence of crit-
ical controls for manual processes, and there is 
no plan for possible requalification of suppliers.

Further, Inovo’s risk hazard analysis for the 
OM-900 series oxygen conserver fails to iden-
tify risk factors for inadequate pulsing, including 
defective inhalation switches, piezo valves and 
printed circuit boards, as well as effective reme-
dies for the problem, the FDA notes.

(See Warning Letter, Page 8)
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The firm’s responses were too slow given the 
“criticality of this deficiency,” the letter says. 

The company did not respond to a request 
for comment by press time. Read the letter at 
www.fdanews.com/03-11-15-Inovo.pdf. 
— Charlotte Astor

Clinical Trials: U.S. Offers Guidance 
On Electronic Informed Consent

Clinical trial sites using software to obtain 
patients’ informed consent remotely should make 
sure that data is stored securely, the U.S. FDA 
says in March 6 draft guidance on handling elec-
tronic informed consents.

That means any computerized system used 
for presenting and obtaining informed consent 
information should be encrypted and restricted to 
authorized personnel, the FDA says.

It must also include methods to ensure the con-
fidentiality of the subject’s identity, participation 
and personal information after giving consent. For 
example, information stored on a remote computer 
or in the cloud should comply with the site’s data 
privacy rules and with rules such as the Health 
Insurance Portability and Accountability Act.

The FDA leaves the door open for companies 
and sites to determine how best to design elec-
tronic informed consent software and to pres-
ent it to patients. The agency asks, for example, 
that informed consent programs ensure that any 
signatures actually come from the patient or a 
legally authorized representative, but makes no 
specific suggestions on how best to assure this.

The guidance does make clear that electronic 
informed consent forms must contain all the ele-
ments the FDA requires of paper versions, includ-
ing presenting the information at the subject’s 
reading level, including explanations of scientific 

(See Consent, Page 9)

Warning Letter, from Page 7

April 20-21, 2015 | Grand Hyatt Washington | Washington, DC

WHY ATTEND? FDLI’s Annual Conference is the largest and longest-running legal conference for the food and drug law community. 
This two-day event includes every regulatory area covered by FDA, and the many stakeholders who are impacted by its authority.
- Hear from top FDA officials on strategic priorities for 2015
- Join the dialogue on issues ranging from user fees to mobile medical applications 
- Build relationships during special networking events

KEYNOTE SPEAKERS:
• Stephen Ostroff, MD, Acting Commissioner, Designee, 

Food and Drug Administration (FDA)
• Howard Sklamberg, JD, Deputy Commissioner for Global 

Regulatory Operations and Policy, FDA
• Nancy Brown, CEO, American Heart Association
• Christopher P. Austin, MD, Director, National Center for 

Advancing Translational Sciences, National Institutes of Health

SESSIONS AT-A-GLANCE: (as of 2/27/15, check online for updates)

• Food: What’s Next for Labeling of Plant-Based Substitutes? 
• Drugs/Biologics: Regulatory Changes for Generic Manufactures: 

An Analysis of GDUFA, Inspections, and the Proposed CBE Rule
• Medical Devices: Medical Device Innovation Consortium – 

Advancing the Regulatory Science of Medical Devices
• Tobacco: How can Comprehensive Nicotine Regulatory Policy 

Transform Public Health?
• Global Issues: An Analysis of International Approval and 

Promotion Processes2015 FDLI ANNUAL CONFERENCE  |  fdli.org/annual2015
#Annual15

http://www.fdanews.com/03-11-15-Inovo.pdf
http://servedby.epublishing.net/m3/www/delivery/ck.php?maxparams=2__bannerid=17302__zoneid=3060__cb=a6605956f6__maxdest=http%3A%2F%2Fwww.fdli.org%2Fannual2015


INTERNATIONAL DEVICES & DIAGNOSITCS MONITORMarch 16, 2015 Page 9

or medical terms and spelling out all abbrevia-
tions at first usage. The documents should also be 
presented in a way that minimizes the chance of 
undue influence or coercion, the agency says.

The FDA also suggests that designers and 
sites incorporate methods of gauging patients’ 
comprehension, possibly through questions at 
the end of each section. Patients should have the 
opportunity to ask questions and get answers 
before signing, either through in-person discus-
sions or some combination of electronic messag-
ing, phone calls, videoconferences or live chats.

The guidance reminds sites that institutional 
review boards are still responsible for overseeing 
the evolution of informed consent technology and 
urges investigators to communicate with their 
IRBs before finalizing any software.

Comments are due to regulations.gov, docket 
no. FDA-2015-D-0390, by May 8. Read the draft 
guidance at www.fdanews.com/03-06-15-inform 
edconsent.pdf. — Lena Freund

U.S. Seeks Input on Burden 
Of Reclassification Petitions

Devicemakers spend on average 500 hours pre-
paring and submitting each reclassification petition to 
the U.S. FDA, according to a Tuesday Federal Regis-
ter notice seeking feedback on the regulatory burden.

The agency anticipates it will receive six such 
petitions each year, requesting downclassification 
from Class III to Class II or I, or the reverse, bring-
ing the total number of industry hours devoted to 

reclassification petitions to 3,000, the notice says. 
Almost all of this time is related to gathering sup-
porting data for the petitions, the FDA says.

The estimate of burden includes three hours 
to fill out Form 3427, Supplemental Data Sheet, 
and Form 3429, General Device Questionnaire, 
which the FDA has proposed eliminating, since 
that change hasn’t been finalized.

The deadline for comments is May 11. Read 
the notice at www.fdanews.com/03-10-15-Collec 
tion.pdf. — Charlotte Astor

Canada Increasing Oversight 
Of Device Reprocessors

Commercial reprocessors have until Sept. 1, 
2016, to come into compliance with Health Can-
ada regulations, and the agency says it will work 
closely with the industry over the next 18 months 
to help companies meet that goal. 

According to a notice posted to Health Can-
ada’s website Thursday, reprocessing firms 
will have to apply for device and establishment 
licenses, where appropriate, and phase out sup-
plies of noncompliant products. Reprocessed 
devices that have been licensed by the agency 
must meet the terms of their market authoriza-
tions, including labeling. 

The regulations apply to all reprocessed prod-
ucts distributed in Canada, whether the repro-
cessing occurred in the country or elsewhere. 
Noncompliant devices and activities will face risk-
based compliance enforcement, the agency says. 

See the notice at www.fdanews.com/03-
13-15-reprocessing.pdf. — Meg Bryant
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company specializing 
in medical device risk 

management 

This workshop — chaired by internationally 
renowned expert Fubin Wu — has been specifically 

designed to provide you with industry best practices 
to achieve compliance and effectively assure medical 
device software safety.

In fact, it’s a once-in-a-lifetime opportunity to learn how 
the FDA expects you to manage the risks of your 
medical devices that contain software.

In two days of intensive sessions, you will be brought up 
to date on the FDA’s latest research on medical device 
software best practices, software risk management 
related standards and guidances and key success 
factors for effective software risk management.

Plus, in a special bonus, you’ll find out more about 
assurance levels — and what it will take to convince 
regulators — in one of our seven invaluable case 
studies, always a popular and valuable way to learn. Our 
seven case studies cover:

Spread throughout the course will be lessons in applying 
these key software risk management related standards 
and guidances to your software development processes:

• ISO 14971:2007 and EN ISO 14971:2012, IEC 62304 
Medical Device Life Cycle Process, IEC TR 80002-1 
Application of ISO 14971 for Software

• FDA Guidance on Mobile Medical Applications, 
Cybersecurity in Medical Devices, Infusion Pump Total 
Product Life Cycle

During each teaching session, Mr. Wu will share 
techniques and best practices on how to:

• Identify software related risks

• Identify software risk control and mitigation measures

• Assess and evaluate risk contributed/caused by 
software (premarket and post-market field issues)

• Assure the completeness and adequacy of risk 
management

• Communicate risk management information 
throughout the life of the product

• Key success factors for effective software risk 
management

Here’s what you can expect to walk away with at the end 
of two intense days at Software and Cybersecurity 
Risk Management for Medical Devices:

• Understanding of how medical device manufacturers 
can overcome both technical and regulatory 
compliance challenges

• The resources and tools to help you succeed

• The medical device industry’s best practices

• The FDA’s latest updates on medical device software 
best practices

www.fdanews.com/cybersecuritymd  |  (888) 838-5578

HILTON WASHINGTON DC/ROCKVILLE HOTEL &  
EXECUTIVE MEETING CENTER • ROCKVILLE, MDAPRIL 14-15, 2015

UNDERSTANDING THE FDA’S POSITION AND BEST 
PRACTICES FOR COMPLIANCE

AN INTERACT IVE  WORKSHOP PRESENTED BY  FDANEWS AND GESSNET

SOFTWARE AND CYBERSECURITY RISK 
MANAGEMENT FOR MEDICAL DEVICES 

PRESENTS THE

Space Is Limited, Register Today!

300 N. Washington St., Suite 200
Falls Church, VA 22046-3431

Special Take-Home 
Resource Kit: 

You’ll take home a jam-

packed resource kit with 

more than 20 templates, 

checklists, case studies, 

guidances and supporting 

information. These are 

the tools that will help you 

effectively carry out the 

lessons you’ve learned over 

the two-day conference.

This conference has been 
pre-approved by RAPS as 

eligible for up to 12 credits 
towards a participant’s RAC 

recertification.

http://www.fdanews.com/cybersecuritymd?hittrk=IDDMFLYR


8:00 a.m. – 8:30 a.m.   I   REGISTRATION AND  
 CONTINENTAL   
 BREAKFAST

8:30 A.M. – 9:00 A.M.  I   WELCOME AND  
 INTRODUCTIONS 

9:00 a.m. – 10:00 a.m.

I. FDA’s Research on Medical Device  
Software Best Practices 

II. FDA’s Analysis of Software-Related  
Recalls 

10:00 a.m. – 11:00 a.m. 

III. Overview of Recent FDA Guidances 

a. Cybersecurity in Medical Devices (draft, 
June 2013)

b. Radio Frequency Wireless Technology in 
Medical Devices (August 2013)

c. Mobile Medical Applications (September 
2013)

d. Total Product Life Cycle: Infusion Pump 
(draft, April 2010)

11:00 a.m. – 11:15 a.m.  I  REFRESHMENT 
 BREAK

11:15 a.m. – 12:15 a.m.

IV. Key Relevant Standards 

a. ISO 14971:2007 and EN ISO 14971:2012, 
IEC TR 80002-1 Application of ISO 14971 for 
Software

b. IEC 62304 Medical Device Software Life 
Cycle Process - Risk Management Section

c. IEC 80001-1 Managing Medical IT-Networks 
and relevant Technical Reports

d. NIST Framework for Improving Critical 
Infrastructure Cybersecurity, 2014

12:15 p.m. – 12:45 p.m.

Morning Summary of FDA Perspectives 
and Group Discussion 

12:45 p.m. – 1:45 p.m.  I  LUNCH

1:45 p.m. – 2:45 p.m. 

V. Risk Management Documentation to 
Support Regulatory Filings and  
Inspections 

a. What is viewed as best practices to 
demonstrate safety

VI. Risk Management Documentation for 
Pre-market Submissions 

a. Case study for risk traceability matrix.  This 
study provides participants a template 
for and examples of best practices that 
are frequently requested for pre-market 
submissions or during establishment 
inspections

b. Case study for cybersecurity risk traceability 
matrix.  This study provides participants a 
template for and examples of best practices 
that are frequently requested for pre-market 
submissions or during establishment 
inspections

2:45 p.m. – 3:00 p.m.    I   REFRESHMENT 
 BREAK

3:00 p.m. – 4:30 p.m.

VII. Risk Management Completeness,  
Adequacy, Effectiveness and  
Reviewability 

a. Introduction of assurance case concepts and 
how they are used in industry

b. Case study for medical device safety 
assurance case.  This study illustrates how 
to document information in a story telling 
fashion and convince internal/external 
reviewers (e.g. ODE reviewers) that a risk 
analysis is adequate and complete

c. Case study for medical device cybersecurity 
assurance case.  This case study illustrates 
how to document information in a story 
telling fashion and convince internal/external 
reviewers (e.g. ODE reviewers) that a 
cybersecurity risk analysis is adequate and 
complete.

4:30 p.m. – 5:00 p.m.

Day One Summary of FDA Perspectives 
and Group Discussion 

8:00 a.m. – 8:30 a.m.  I  CONTINENTAL   
 BREAKFAST

8:30 a.m. – 9:00 a.m.

VIII. Characteristics for Medical Device  
Software 

a. Understanding the difference between 
software and hardware

b. Understanding software quality and 
reliability engineering

c. Challenges of software risk management 
and cybersecurity

9:00 a.m. – 9:30 a.m.

IX. Emerging Methods and Techniques 

a. Learn what new technical methods and 
techniques the FDA has been researching 
and looking into to improve the safety of 
software related medical devices

9:30 a.m. – 10:30 a.m.

X. Risk Identification 

a. Preliminary hazard analysis

b. Top down analysis, fault tree analysis 

c. Bottom up analysis – including design 
FMEA, function FMEA, process FMEA, 
usability FMEA, common causes of software 
failures

d. Connectivity analysis between top down and 
bottom up

e. Multi perspective analysis

f. Case study.  This study provides participants 
an opportunity to apply techniques on how 
to identify and connect hazards, hazardous 
situations/causes using device examples.

10:30 a.m. – 10:45 a.m.   I  REFRESHMENT 
 BREAK

10:45 a.m. – 11:45 a.m.

XI. Cybersecurity Risk Identification 

a. Medical device cybersecurity basics

b. Asset profiling

c. Threat identification

www.fdanews.com/cybersecuritymd  |  (888) 838-5578 www.fdanews.com/cybersecuritymd  |  (888) 838-5578
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d. Vulnerability identification

e. Software vulnerabilities

f. Connectivity between cybersecurity and 
safety risk analysis

g. Case study.  This study provides participants 
an opportunity to apply techniques on how 
to identify and connect assets, threats and 
vulnerabilities using device examples.

11:45 a.m. – 12:15 p.m.

Morning Summary of FDA Perspectives 
and Group Discussion 

12:15 p.m. – 1:15 p.m.  I  LUNCH

1:15 p.m. – 2:15 p.m.

XII. Risk Controls 

a. Risk control basics

b. Software life cycle process control measures

c. Safety requirements identification

d. Cybersecurity capability and requirements 
identification

e. Special considerations for cybersecurity risk 
controls 

f. Control measures implementation and 
effectiveness

g. Case study.  This study provides participants 
an opportunity to identify, apply risk 
controls and establish traceability of its 
implementation using device examples.

2:15 p.m. – 3:15 p.m.

XIII. Software-Related Medical Device  
Risk Assessment and Evaluation 

a. Pre-market risk assessment and evaluation

b. Post-market risk assessment and evaluation

c. Legacy product cybersecurity risk 
management

d. Maintenance and life cycle risk management

3:15 p.m. – 3:45 p.m.

XIV. Success Factors for Risk   
Management Programs 

3:45 p.m. – 4:15 p.m.

Day Two Summary of FDA Perspectives 
and Group Discussion Plus Workshop 
Wrap Up 

Each participant will receive a folder and 
flash drive packed with tools and refer-
ence materials in a combination of both 
electronic and hard copy format you can 
put to use right away, including:

 � Copies of slides from PowerPoint  
presentations

 � Interactive exercise worksheets

 � Copies of case study examples 

 � Hazard analysis example

 � Fault tree analysis example 

 � Example of FMEA analysis and 
connectivity with hazard analysis 

 � Risk traceability matrix example

 � Cybersecurity risk analysis example

 � Safety assurance case example

 � Cybersecurity in Medical Devices (FDA 
draft guidance, June 2013)

 � NIST Framework for Improving Critical 
Infrastructure Cybersecurity (Version 
1.0, 2014)

 � Software-Related Recalls: An Analysis 
of Records (by Lisa K. Simone of FDA, 
AAMI BI&T Nov/Dec 2013 Issue)

 � Reducing Risks and Recalls: Safety 
Assurance Cases for Medical Devices 
(by Sherman Eagles and Fubin Wu, 
AAMI BI&T Jan/Feb 2014 Issue)

 � Hazard Analysis for a Generic Insulin 
Infusion Pump (by Yi Zhang, Paul 
Jones, and Raoul Jetley of FDA, J 
Diabetes Sci Technol. Mar 2010) 

 � Total Product Life Cycle: Infusion Pump 
(FDA draft guidance, April 2010)

 � Radio Frequency Wireless Technology 
in Medical Devices (FDA guidance, 
August 2013)

 � Mobile Medical Applications (FDA 
guidance, September 2013)

 � Risk Management in the Design of 
Medical Device Software Systems (by 
Paul Jones PL, Biomed Instrum Technol 
2002 Jul-Aug; 36(4):237-66)

COURSE BINDER MATERIALS

 � Software systems design engineers and 
managers

 � Quality, reliability and risk management 
engineers and managers

 � Project managers involved in design and 
development

 � Medical staff evaluating risk, safety or 
effectiveness

 � Quality managers

 � Regulatory affairs specialists and managers

 � Medical device app developers

 � IT systems development managers

 � Contract manufacturers

 � General/corporate counsel

WHO WILL BENEFIT

“All instructors were very knowledgeable and 
had expertise in the industry. Well done.”

—May 2014 Workshop Participant

“The class had a good pace. It covered 
standard risk management well.”

—May 2014 Workshop Participant

“[I liked the] small discussion groups and 
intimate setting”

—May 2014 Workshop Participant

Fubin Wu is the Co-Founder of GessNet.  GessNet 
is a software and consulting company specializing 
in medical device risk management (www.GessNet.
com).  He designed and led the development of 
TurboAC™ risk management and assurance case 
software, in concert with the FDA, Association 
for the Advancement of Medical Instrumentation 
(AAMI), medical device manufacturers, hospitals 
and industry experts. Mr. Wu has spent more than 
16 years in medical device quality management 
systems, hardware/software reliability engineering 
and risk management, serving various roles from 
quality engineer to quality director.  

MEET YOUR INSTRUCTOR
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YOUR INSTRUCTOR 

PRESENTS THE

SOFTWARE AND CYBERSECURITY RISK 
MANAGEMENT FOR MEDICAL DEVICES

UNDERSTANDING THE FDA’S 
POSITION AND BEST 
PRACTICES FOR COMPLIANCE

Attendee 1: Name       Title      Email      ___

Attendee 2: Name       Title      Email      
                                                              (Please see “Team Discounts” above for tuition discounts when you send a team of two or more.) 

                                 
Email address (so you can receive order acknowledgements, updated news, product information and special offers)

Company Information

Organization         

Address         ________

City       State    Zip   

Country          

Phone      Fax      

Payment Options

☐ Check enclosed, payable in U.S. funds to FDAnews

☐ Charge to: ☐ Visa ☐ MasterCard ☐ American Express

Credit card no.       

Expiration date       

Total amount $       

Signature       __ 
(Signature required on credit card and bill-me orders.)

Print name       

☐ Bill me/my company $      

Purchase order #       

(Payment is required by the date of the conference.)

I want to attend Software and Cybersecurity Risk Management for Medical Devices. YES! 4

LOCATIONS AND HOTEL ACCOMODATIONS
To reserve your room, call the hotel at the number below. Be sure to tell the 
hotel you’re with the FDAnews workshop to qualify for the reduced rate. Only 
reservations made by the reservation cutoff date are offered the special rates, 
and space is limited. Hotels may run out of discounted rates before the reserva-
tion cutoff date. The discounted rate is also available two nights before and 
after the event based on availability. The hotel may require the first night’s room 
deposit with tax. Room cancellations within 72 hours of the date of arrival or 
“no-shows” will be charged for the first night’s room with tax.

LODGING AND CONFERENCE VENUE
April 14-15, 2015

Hilton Washington DC/Rockville Hotel and Executive Meeting Center
1750 Rockville Pike, Rockville, MD 20852
Tel: +1 (301) 468-1100 • Toll free: (800) HILTONS
www.RockvilleHotel.com
Room rate: $199 plus 13% tax
Reservation cut-off date: March 24, 2015

TUITION
Tuition rate is $1,797 per person and includes all workshop sessions, workshop 
materials, two breakfasts, two luncheons and daily refreshments.

TEAM DISCOUNTS 
Significant tuition discounts are available for teams of two or more from the 
same company. You must register at the same time and provide a single pay-
ment to take advantage of the discount. Call +1 (703) 538-7600 for details.

CANCELLATIONS AND SUBSTITUTIONS
Written cancellations received at least 21 calendar days prior to the start date of 
the event will receive a refund -- less a $200 administration fee.  No cancella-
tions will be accepted -- nor refunds issued -- within 21 calendar days from the 
start date of the event.  A credit for the amount paid may be transferred to any 
future FDAnews event.  Substitutions may be made at any time. No-shows will be 
charged the full amount.  In the event that FDAnews cancels the event, FDAnews 
is not responsible for any airfare, hotel, other costs or losses incurred by regis-
trants. Some topics and speakers may be subject to change without notice.

FOUR EASY WAYS TO REGISTER
Online: www.fdanews.com/cybersecuritymd
Fax: +1 (703) 538-7676
Phone: Toll free (888) 838-5578 (inside the U.S.)  
 or +1 (703) 538-7600
Mail: FDAnews, 300 N. Washington St., Suite 200 
 Falls Church, VA 22046-3431 USA

© Copyright 2015 by FDAnews

300 N. Washington St., Suite 200
Falls Church, VA 22046-3431

Register Early — Space Is Limited 
Hurry — register early because space is limited!  Your tuition of $1,797 

includes the two-day workshop, all workshop materials, continental 
breakfast each day and lunch on both days.

Payment is required by the date of the conference. We accept American 
Express, Visa and MasterCard. Make checks payable to FDAnews.
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Guide to FDA Medical Device 
Regulations: 2015 Edition
Whether you need to help your company convince the FDA to accept a predicate device in 
a simple 510(k) filing or you’re responsible for implementing UDI across a family of high-
risk implantable devices, there’s one thing all regulatory professionals need. The most 
up-to-date, latest FDA regulations available.   

That’s why the Guide to FDA Medical Device Regulations is an FDAnews best-seller.

The 2015 Guide includes full texts of every device-related regulation and guidance — 
included on a fully searchable CD — plus executive summaries and analyses that will help 
your company avoid regulatory missteps, get to market faster and improve profitability. 
For newcomers and veterans alike, this is a must-have quick-reference encyclopedia. 

Discover the changes and best practices regarding:

 � Determining substantial equivalence of predicate devices
 � Home use devices
 � Cybersecurity requirements
 � UDI
 � De Novo classifications
 � Expedited access for devices addressing unmet medical needs
 � New Policy on General Wellness Devices
 � Labelling
 � And much more

Stay up-to-date on key medical device regulation changes with the 2015 
edition of FDAnews’ Guide to FDA Medical Device Regulations — the most 
authoritative and comprehensive guide ever assembled.

Name _________________________________________________________ 

Title __________________________________________________________ 

Company ______________________________________________________

Address _______________________________________________________ 

City________________________ State _____________ Zip code _________ 

Country _______________________________________________________ 

Telephone _____________________________________________________ 

Fax ___________________________________________________________ 

Email _________________________________________________________ 

METHOD OF PAYMENT
q Check enclosed (payable to FDAnews) 

q Bill me/my company. Our P.O.# _______________________

q Charge my credit card:
    q  Visa      q MasterCard     q American Express

Credit card no. _______________________________________

Expiration date _______________________________________

Signature ___________________________________________

qYes! 

Add $10 shipping and handling per book for printed books shipped to the U.S. and 
Canada, or $35 per book for books shipped elsewhere. Virginia customers add 6% 
sales tax.

15FLYR-N

Please send me ____ copy(ies) of Guide to FDA Medical Device Regulations 
at the price of $397 each for the format I’ve selected:   q Print     qPDF

1. PHONE: Toll free (888) 838-5578 
        or +1 (703) 538-7600

2. WEB: www.fdanews.com/49166

3. FAX: +1 (703) 538-7676

4. MAIL: FDAnews 
    300 N. Washington St., Suite 200 
    Falls Church, VA 22046-3431

FOUR EASY WAYS TO ORDER

3

(Signature required on credit card and bill-me orders)
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