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Topics
• Warning Letter Analysis

• Part 820 Complaint Management

• Part 803 Medical Device Reports

• Part 806 Corrections & Removals

• Total Product Life Cycle (TPLC) Database

• Part 821 Medical Device Tracking

• Part 822 Post Market Surveillance

• Questions
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Warning Letter Analysis
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Learning from Warning Letters

• The Warning Letter excerpts provide an opportunity to learn from the
mistakes of others.
– The full text is available at

http://www.fda.gov/ICECI/EnforcementActions/WarningLetters

• For each Warning Letter excerpt ask two questions

• Could this happen in my QMS?
– If No, explain why not in a brief paragraph

• If it were to happen, would my internal quality audit program find it?
– If yes, write a short paragraph identifying the audit as well as the

specific checklist item or interview question

Part D - The US System



Ombu Enterprises, LLC 5

Warning Letter Citations

Percent of Warning Letters that cite any QSR section
Note: There are only 5 Warning Letters in 2018 that cite any QSR section
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Warning Letter Citations

Percent of Complaints by subsection
Note: # means a citation to 820.198 without a subsection

Part D - The US System



Ombu Enterprises, LLC 7

MDR Section Citations

Percent of MDR Citations for each subsection
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Warning Letter Citations

CA&PA is shown for comparison
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Part 820
Complaint Management
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Individual Complaint Records

• 21 CFR §820.198 requires individual records, but not
reports

– There is linkage to complaint analysis records, MDR
individual records, and MDR reports

• The individual record is triggered by receipt of an
allegation of a deficiency

• The individual record content depends on the process
steps utilized to handle the complaint
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Complaints Definition
• §820.3(b) defines a complaint

• Complaint means

– any written, electronic, or oral communication

– that alleges deficiencies related to the

• identity,

• quality,

• durability,

• reliability,

• safety,

• effectiveness, or

• performance

– of a device after it is released for distribution.
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Complaint Handling
Interrelationships

Complaints
§820.198

CA&PA
§820.100

MDRs
Part 803

Analyze complaints
using appropriate
statistical techniques

Analyze
complaints
to determine
reportability
as an MDR For investigated

complaints, record
any corrective action
taken

Risk
Management
§820.30(g)

ISO 14971:2007
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Complaint IPO Diagram
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Deficiency Allegation Process

Inputs Outputs

Evaluate for
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Evaluate for
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Investigation
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Complaint Record

MDR Complaint Record



Ombu Enterprises, LLC 14

Complaint Flow
Receive

Complaint
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Document
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Investigate
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Complaints – Infrastructure
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Complaint Unit

• Formally designate a unit to receive, review, and
evaluate complaints
– FDA recommends, in the preamble, only one formally

designated complaint handling unit for each product
type or establishment

– Typically the complaint unit is located at the
manufacturing location, but it could be at another site.
The manufacturing site must have access to the
complaint information

– If the complaint unit is outside the US, the information
must be reasonably accessible in the US
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Complaint Unit – Preamble #191

• Large corporations may have different complaint handling
units for different product types or different manufacturing
establishments. However, there should be only one formally
designated complaint handling unit for each product type or
establishment. If a corporation chooses to operate with
different complaint handling units for products and/or
establishments, the manufacturer must clearly describe and
define its corporate complaint handling procedure to ensure
consistency throughout the different complaint handling units.
A system that would allow multiple interpretations of handling,
evaluating, categorizing, investigating, and following up,
would be unacceptable. Each manufacturer should establish
in its procedures which one group or unit is ultimately
responsible for coordinating all complaint handling functions.
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Complaint Procedures

• Establish and maintain procedures that the
designated unit uses to receive, review, and
evaluate complaints.

• Establish means define, document (in writing or
electronically), and implement. [§820.3(k)]
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Competency
• Establish the competency requirements:

– For all people in the designated unit who handle complaints
– For designated individuals who investigate potentially reportable

complaints

• Competency requirements include: education, background, training,
and experience
– A Job Description is a common documentation method

• Train the people in the designated unit who are responsible for
complaints on the current version of the complaint procedure so they
can adequately perform their assigned responsibilities

• Document the training in a quality record
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Complaint Files
• Maintain complaint files

• Lay out the structure of the complaint files to facilitate effective
complaint management and ensure compliance with the regulations

• Each complaint record in the file should:

– Contain a clear history of the process steps utilized to handle the
complaint

– Facilitate complaint analysis

– Link to any associated MDR Event File

• The use of electronic files such as Excel, Access, or a commercial
package requires software validation under §820.70(i)
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Complaints – Handling
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Complaint Receipt
• A designated unit receives each complaint

– It could be a written, electronic, or oral communication

• Initiate the complaint record

• Document any oral complaints

• Include the complaint documentation in the complaint
record

• Characterize the complaint using the attributes in the
definition
– A complaint could have more than one attribute
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Evaluate Complaints – Validity
• A complaint, following the definition, is a communication

that alleges deficiencies in one or more of the defined
attributes

• The first decision evaluates the complaint for validity
– The allegation may be, for example, a

misunderstanding

– The allegation may not meet the definition of a
complaint, e.g., late delivery is not a medical device
complaint
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Evaluate Complaints – Preamble #190

• §820.198(b) discusses the initial review and evaluation
of the complaints in order to determine if complaints are
“valid”.

• It is important to note that this evaluation is not the same
as a complaint investigation.

• The evaluation is performed to determine whether the
information is truly a complaint or not and to determine
whether the complaint needs to be investigated or not. If
the evaluation decision is not to investigate, the
justification must be recorded.
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Evaluate Complaints – MDR Reportability

• Evaluate all valid complaints for MDR reportability.

• If, on the surface, the complaint satisfies any one of these conditions, it is
probably reportable:
– There is an indication that somebody may have been hurt, regardless of

the severity
– There is an indication that somebody required medical attention,

regardless of the skill level of the person providing the attention
– There is an indication that the device malfunctioned
– Any other indication of patient involvement

• If the complaint is potentially reportable, open an MDR Event File

• If the complaint is potentially reportable, a designated individual must
conduct an investigation

• The investigation will help determine if the complaint is a reportable event
– The decision to report or not is in the MDR Event File
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Evaluate Complaints – MDR Reportability
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Investigation Decision
• Evaluate all valid complaints for investigation.

• If a valid complaint satisfies any one of these conditions, then it must
be investigated:
– Possible failure to meet a device specification
– Possible failure to meet a labeling specification
– Possible failure to meet a packaging specification
– Potentially MDR reportable

• If the device possibly fails to meet a specification, document the
specification and the possible failure

• For all other complaints, make a decision to investigate or not.

• If there were no investigation, record the reason and the name of the
person making the decision
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Investigation Decision
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Investigation – Specifications

• Investigate all complaints for a possible failure to meet a
specification [§820.198(c)]
– If there were an investigation of a similar complaint, a second

investigation is not required

• The investigation should determine:
– If there is a failure to meet a specification
– The cause of the failure

• Even if the device is not returned, the investigation should review
the production records in the DHR
– With this new information, the review might reveal an otherwise

unrecognized issue

• At the conclusion of the investigation, determine if a corrective
action is warranted [§820.100]
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Investigation – MDR

• Investigate all complaints that are potentially reportable as an MDR
[§820.198(d)]

• A designated individual must conduct the investigation promptly
– The implicit assumption is that the skill set for an MDR

investigation is different than the skill set for other investigations

• The investigation should determine:
– Whether the device failed to meet a specification and the cause
– The relationship of the device to the reported incident or adverse

event

• Be sure the results of the investigation are available in the MDR
Event File

• At the conclusion of the investigation, determine if a corrective
action is warranted [§820.100]
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MDR Reportability Flow
Receive a complaint

§820.198

Evaluate for reportability
§820.198(a)(3)

Complaint Procedures

Evaluate for reportability
§803.17(a)(2)

MDR Procedures

30 Day Report
§803.50(a)

5 Day Report
§803.53

Not Reportable
§803.20(c)(2)

Supplemental Report
§803.56
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Investigation – Optional

• An investigation is necessary for possible specification
failures and potential MDRs.

• Other investigations are optional.
– Preamble #161 advises investigation “to the degree

commensurate with the significance and risk of the
nonconformity”.

• Establish criteria to help make the investigation decision
– Write the criteria so a knowledgeable person may

override it with a documented rationale
– Ensure the criteria includes the initial risk severity and

the residual risk severity from the ISO 14971:2007
risk management file
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Investigation Records

• The designated unit maintains records of all investigation
types:
– Possible failure to meet specifications (mandatory)
– Potentially MDR reportable (mandatory)
– Manufacturer determined (optional)

• For all investigations, ensure the records contain the
information required by §820.198(e)(1) to (e)(8)

• For potentially MDR reportable investigations, ensure the
records contain the information required by
§820.198(d)(1) to (d)(8)
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QSR Complaint System

• Handout D1 is a checklist to help determine if the
complaint system complies with Part 820

• Please follow-along as we explain the checklist elements

• Please ask questions and raise issues
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Part 803
Medical Device Reports
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Individual MDR Records

• 21 CFR §803.18 requires individual MDR records

• The record content may be extensive and include records from other
sources, so the information is collected in an MDR Event File.

• Every MDR Event File is linked to one or more individual complaint
records

• The individual MDR record is triggered by a complaint evaluation
that concludes the complaint is potentially reportable as an MDR

• The record content, the MDR Event File, depends on the process
steps utilized to handle the MDR
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MDR Reports

• 21 CFR §803.20 requires MDR reports
– There are two kinds of initial reports as well as supplemental

reports

• Trigger
– A potentially reportable event for initial reports
– Learning new information for supplemental reports

• Timing
– Initial reports are either 5 days or 30 days
– Supplemental reports are one month

• Content
– Extensive information modeled after the 3500A form?

• Transmission
– Manufacturers must use the eMDR process passing through the

Electronic Submissions Gateway (ESG)
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MDR – Infrastructure
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MDR Infrastructure
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MDR Procedures
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Procedures

• Develop, maintain, and implement written procedures for
Medical Device Reporting [§803.17]

• The procedures have two broad sets of requirements:

– Internal systems [§803.17(a)]

– Documentation and record keeping [§803.17(b)]
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Internal Systems
• The procedures must cover three main elements for the

internal systems:

– Timely and effective identification, communication, and
evaluation of potential MDR events [§803.17(a)(1)]

– A standard process or procedure to determine when an
event is reportable [§803.17(a)(2)]

– Timely transmission of complete MDRs to FDA
[§803.17(a)(3)]

• In recent years, FDA Warning Letters have cited deficiencies
in the internal system portion of procedures

– The Warning Letters use standardized language

– The section on MDR procedures includes this information
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Documentation and Recordkeeping

• The procedures must cover three main elements for the
internal systems:

– Information evaluated to determine if an event is
reportable [§803.17(b)(1)]

– All medical device reports submitted to FDA
[§803.17(b)(2)]

– Access to information for FDA inspections
[§803.17(b)(4)]
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Warning Letter Language
• Timely and Effective
• The procedure omits the definitions for the terms:

“become aware”,
“caused or contributed”,
“malfunction”,
“MDR reportable event”,
“reasonably know”,
“reasonably suggests”, and
“serious injury”.

• The exclusion of the definitions for these terms from the
procedure may lead your firm to make an incorrect
reportability decision when evaluating a complaint that may
meet the criteria for reporting under 21 CFR §803.50(a).
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Warning Letter Language

• Timely and Effective

• Your procedure does not include a process for
identifying and evaluating events occurring outside the
United States (U.S.) as potentially reportable to FDA. If
an event occurs in a foreign country, it may be reportable
under the MDR regulation if the event involves a device
that is the same or similar to a device that has been
cleared or approved in the U.S. and is also marketed in a
foreign country.

Part D - The US System



Ombu Enterprises, LLC 46

Warning Letter Language

• Standardized review process

• There are no instructions for conducting a complete
investigation of each event and evaluating the cause of
the event.

• The procedure does not specify who makes the decision
for reporting events to FDA.

• There are no instructions for how your firm will evaluate
information about an event to make MDR reportability
determinations in a timely manner.
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Warning Letter Language

• Timely transmission
• (Prior to the eMDR rule Warning Letters often contained

language about obtaining, completing, and submitting
the 3500A form.)

• Circumstances under which an event must be submitted
as a 5-day report

• The circumstances under which your firm must submit
supplemental reports and the requirements for such
reports.
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What To Leave Out

• Annual certifications
• Your firm’s procedures include references to annual

certifications. Annual certifications are no longer required
and FDA recommends that you remove all references
from your procedure. See: Fourth Notice, Federal
Register, dated March 20, 1997: Medical Device
Reporting, Annual Certification, Final Rule

• Baseline reports
• Your firm’s procedures include references to baseline

reports. Baseline reports are no longer required and FDA
recommends that you remove all references from your
procedure. See: 73 Federal Register Notice 53686,
dated September 17, 2008
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Special Issues

• Reporting to Other Regulators
• US medical device manufacturers often report to

regulators outside the US. The reporting requirements
are different in each country. In one Warning Letter FDA
said,

• “[Your] firm's MDR procedure contains reporting
requirements for other regulatory or competent
authorities. To ensure that your firm meets its regulatory
obligations for 21 CFR Part 803, we recommend that it
develops a MDR procedure as a separate document or,
if necessary, as a clearly defined section of a larger
document.”
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Special Issues

• Malfunctions and the 2 Year Rule
• Warning Letter to Animas Corporation December 27, 2011
• [Your firm states] that malfunctions causing or contributing to a

death or serious injury will be reported to FDA until the malfunction
has not caused or contributed to further deaths or serious injuries for
two years. The guidance document “Medical Device Reporting for
Manufacturers”, dated March 1997, [UCM094530] contains a
discussion of malfunctions and reportability. The guidance advises
that malfunctions should be reported until valid data shows that the
likelihood of another death or serious injury occurring as a result of
the malfunction is remote and references a two year period. The
guidance is intended to assist industry with interpreting the
requirements of the MDR regulation, 21 CFR Part 803. However, we
currently recommend that manufacturers who wish to stop reporting
a malfunction contact the MDR Policy Branch for further discussion
at 301-796-6670 or by email at MDRPolicy@fda.hhs.gov.
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Special Issues
• Malfunctions and the 2 Year Rule
• Medical Device Reporting for Manufacturers, November 8, 2016,

[UCM359566]

• An MDR guidance for manufacturers issued in 1997 stated that once
a malfunction has caused or contributed to a death or serious injury,
a presumption that the malfunction is likely to cause or contribute to
a death or serious injury has been established. This presumption will
continue until either the malfunction has caused or contributed to no
further deaths or serious injuries for two years, or the manufacturer
can show through valid data that the likelihood of another death or
serious injury as a result of the malfunction is remote.

• FDA recommends that you submit a notification to FDA with a
summary of the data and the rationale for your decision to cease
reporting at the end of two years. FDA may, in certain
circumstances, request additional information about the firm’s
decision within 30 calendar days of FDA’s receipt of the notification.
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Special Issues
• Contract Manufacturers

• Medical Device Reporting for Manufacturers, November 8, 2016,
[UCM359566]

• The MDR regulation at 21 CFR §803.3 defines a “manufacturer” to
include a firm that initiates specifications for devices that are
manufactured by a second party for subsequent distribution by the
person initiating the specifications. A contract manufacturer who
does not distribute or market the devices it manufactures for a
specifications developer would not have an MDR reporting
obligation under 21 CFR §803.50 and would not require an
exemption. However, if the contract manufacturer (Firm A)
distributes or markets the devices that it manufactures for the
specifications developer (Firm B), then both would have an MDR
reporting obligation.
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MDR – Reporting
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Reporting Adverse Events

• Make an electronic submission (eMDR) and provide the
required information in the applicable blocks of the
3500A form. [§803.20(a)(3)]

• Submit the report within 30 calendar days after
becoming aware [§803.20(b)(3)(i) & (ii)]

• Within 5 work days under some circumstances
[§803.20(b)(3)(iii)]

• Provide supplements to include additional information
[§803.56]
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MDR Reportability
Flow

Receive a complaint
§820.198

Evaluate for reportability
§820.198(a)(3)

Complaint Procedures

Evaluate for reportability
§803.17(a)(2)

MDR Procedures

30 Day Report
§803.50(a)

5 Day Report
§803.53

Not Reportable
§803.20(c)(2)

Supplemental Report
§803.56
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Not Reportable

• If the information shows the event doesn’t meet the
reportability criteria, then don’t report. [§803.20(c)(2)]

• The information leads a qualified person to conclude that
a device did not cause or contribute to a death or serious
injury, or that a malfunction would not be likely to cause
or contribute to a death or serious injury if it were to
recur

• The MDR Event File must have the information used to
determine if the event is reportable or not
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30 Day MDR Trigger
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5 Day MDRs

• Make a 5 day report when:

– An MDR reportable event necessitates remedial
action to prevent an unreasonable risk of substantial
harm to the public health.

• Applies on becoming aware of the need for remedial action from
any information, including any trend analysis

– FDA requests 5 day reports
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Definitions
• Remedial action means any action other than

routine maintenance or servicing of a device
where such action is necessary to prevent
recurrence of a reportable event. [§803.3]
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5 Day MDR Trigger
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MDR – Event Files
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MDR Event Files
• Maintain MDR Event Files, clearly identify them, and

facilitate timely access [§803.18(a)]

• MDR Event Files include all the information about the
adverse event including all documentation, deliberations,
reportability decision-making, information submitted to
FDA, and eMDR acknowledgements [§803.18(b)(1)(i),
(ii), & (iii)]

• Allow authorized FDA employees to access, copy, and
verify the records [§803.18(b)(2)]

• The MDR Event File can be part of the Complaint File as
long as they are identified as MDR events [§803.18(e)]
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MDR System

• Handout D2 is a checklist to help determine if the MDR
system complies with Part 803

• Please follow-along as we explain the checklist elements

• Please ask questions and raise issues
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Part 806
Corrections & Removals
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The Guidance Document
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The Issue

• FDA-CDRH had been concerned that some
manufacturers may not improve the
performance or quality of a device, because
FDA might classify it as a recall.

• The guidance document is designed to clarify
the distinction between a recall and an
enhancement.
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The Guidance

• The guidance, issued on October 15, 2014, is
titled Distinguishing Medical Device Recalls from
Medical Device Enhancements

• It replaces a very controversial draft from Feb.
22, 2013.
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The Law

• A device is adulterated or misbranded if it fails to comply
with its specifications, even if the noncompliance is
minor. See 21 USC §351(h).

• Marketing an adulterated or misbranded device is a
prohibited act. See 21 USC §331(a).

• Conclusion – If you learn that a device you are marketing
is adulterated or misbranded, you must take action.
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Definitions

• The guidance is primarily built around two definitions:

• The definition of a recall

– It is in 21 CFR §7.3(g)

• The definition of an enhancement

– It is not in the regulations, so the guidance provides it
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Recall

• Recall means a firm’s removal or correction of a
marketed product that the Food and Drug
Administration considers to be in violation of the
laws it administers and against which the agency
would initiate legal action, e.g., seizure. Recall
does not include a market withdrawal or a stock
recovery. [§7.3(g)]
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Enhancement
• A device enhancement is

(1) a change to improve the performance or quality of a
device that is

(2) not a change to remedy a violation of the FD&C Act
or associated regulations enforced by the agency.
[Guidance Document page 4]

• This definition is similar to §806.1(b)(1), performance or
quality improvements, which provides a reporting
exemption.
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Our View

• The guidance document distinguishes between recalls
and enhancements.

• For the device manufacturer, it is much easier to analyze
reportability of a correction or removal (Part 806).

– The recall flows from the report submitted to FDA.
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Corrections and Removals
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Correction
• Correction means the repair, modification, adjustment,

relabeling, destruction, or inspection (including patient
monitoring) of a device without its physical removal from
its point of use to some other location. [§806.3(d)]

• Example: A manufacturer learns that one model of its
infusion pump has a software computation error and
patients receive smaller volume than needed and
represented. The company fixes the software and sends
a technician to each site to update it.

• This is a correction.
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Removal
• Removal means the physical removal of a device from

its point of use to some other location for repair,
modification, adjustment, relabeling, destruction, or
inspection. [§806.3(j)]

• Example: A manufacturer learns that a certain model of
blood gas analyzer doesn’t always perform the required
calculations correctly. The company determines that the
shipped devices require a newly designed circuit board,
a new software version, and calibration. The company
retrieves each analyzer, brings it to the factory, and
performs the upgrade.

• This is a removal.
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Reports and Records

• In general, the manufacturer reports every correction or
removal to the FDA.

– FDA will classify the report as a recall and request
appropriate action

• There are some exemptions, so the manufacturer does
not report every correction or removal

– If it is not reportable, then keep the required records
with the justification
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Reporting Exemptions

• The four exemptions are in §806.1(b)

– Improve performance or quality

– Market withdrawals

– Routine servicing

– Stock recoveries

• If your correction or removal qualifies for an exemption,
then keep a record under §806.20, but don’t report it to
FDA.
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Improve Performance or Quality

• Actions taken by device manufacturers or importers to
improve the performance or quality of a device but that
do not reduce a risk to health posed by the device or
remedy a violation of the act caused by the device [are
exempt from the reporting requirements]. {§806.1(b)(1)}

• This definition is analogous to the definition of
enhancement in the guidance document.
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Risk to Health

• Risk to health means

(1) A reasonable probability that use of, or exposure to,
the product will cause serious adverse health
consequences or death; or

(2) That use of, or exposure to, the product may cause
temporary or medically reversible adverse health
consequences, or an outcome where the probability of
serious adverse health consequences is remote.
{§806.2(k)}
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Market Withdrawal

• Market withdrawal means a correction or removal of a
distributed device:

– that involves a minor violation of the act that would
not be subject to legal action by FDA or

– that involves no violation of the act, e.g., normal stock
rotation practices. {§806.2(i)}
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Routine Servicing

• Routine servicing means any regularly scheduled
maintenance of a device, including the replacement of
parts at the end of their normal life expectancy, e.g.,
calibration, replacement of batteries, and responses to
normal wear and tear.

• Repairs of an unexpected nature, replacement of parts
earlier than their normal life expectancy, or identical
repairs or replacements of multiple units of a device are
not routine servicing. {§806.2(l)}
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Stock Recovery

• Stock recovery means the correction or removal of a
device that has not been marketed or that has not left
the direct control of the manufacturer, i.e., the device is
located on the premises owned, or under the control of,
the manufacturer, and no portion of the lot, model, code,
or other relevant unit involved in the corrective or
removal action has been released for sale or use.
{§806.2(m)}
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Corrections and Removals
Reports and Records

Part D - The US System
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Reports and Records

• A manufacturer or importer makes a written report to
FDA {§806.10(a)} when a correction or removal is
initiated to:

– Reduce a risk to health

– Remedy a violation which may present a risk to health

• A manufacturer or importer creates a written record, but
not a report, when a correction or removal is not
reportable

Part D - The US System
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Reporting Exceptions

• An 806 report is not required when:

– The information is already reported under §806.10(f)

• Part 803, Medical Device Reporting

• Part 1004, Repurchase, Repairs, or Replacement
of Electronic Products

– The action is exempt from reporting under §806.1(b)

• Improve performance or quality of the device

• Market withdrawal

• Routine servicing

• Stock recovery

Part D - The US System
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Warning Letter
Starion Instruments Corp.

August 10, 2010
• Failure to submit any report required by paragraph 21 CFR

§806.10(a) within ten working days of initiating such
corrections or removal, as required by 21 CFR §806.10(b).

• We have reviewed your response and have concluded that it is
inadequate because the devices were falling apart or breaking
during normal use and this poses a risk to health. In addition,
the firm's own risk analysis identified this type of hazard
(broken parts) as posing a serious risk.
– Therefore, the removal of the defective products does not

meet the definition of a market withdrawal.
– The firm's second rationale for not reporting these events

under 21 CFR Part 806 is also inadequate in that all of the
information required under 21 CFR Part 806 was not
submitted with the MDR.
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Reportability Dimensions

• Reporting has four components

– Trigger – What activities initiate a report?

– Timing – How long is the time from the trigger until
the report is due?

– Content – What information is required in the report?

– Transmission – How is the report delivered to FDA?

Part D - The US System
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Reportability Diagram

88

START DUE

Content Preparation Transmission

Part D - The US System



Ombu Enterprises, LLC 89

C&R Report

• Submit the report:

– To the District Recall Coordinator (Transmission)

– Within 10 working days (Timing)

– Of initiating the action (Trigger)

• Neither the regulation nor the draft guidance defines
initiation.

• You may have submitted a 30 day MDR, before initiating
remedial action

– Submit a supplemental MDR
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C&R Report Contents
• Reports of corrections & removals include the following

elements:
– Report number
– Manufacturer (or importer) contact information
– Name and intended use of the device
– Marketing status of the device (premarket and listing

numbers)
– UDI or UPC for the device
– A description of the event
– Any illness or injury including any associated MDR

numbers
– Total number of devices
– Manufacture date and expiration date
– Consignee identification and number of devices distributed
– A copy of any communication regarding the correction or

removal
Part D - The US System
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Record Retention
• Record Retention has six components

– Requirement – Where do the FDA Regulations require the
record?

– Trigger – What activity initiates a record?

– Content – What information belongs in the record?

– Time – How long to keep the record?

– Custody – Who must retain custody of the records?

– Access – Under what conditions may FDA access and copy the
records?
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Retention Diagram
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Records
• Requirement – If the C&R is not reportable, keep a record under §806.20

• Trigger – The decision that the C&R is not reportable, as reviewed and
approved by the designated person under §806.20(b)(4)

• Content – See the next slide, §806.20(b)

• Time – 2 years beyond the expected life of the device, even if the
manufacturer or importer has ceased to manufacture or import the device,
§806.20(c)

– The regulation doesn’t define “expected life”, but the MDR regulation
does

• Custody – Determine the custodian in your procedure. Include any
responsibility for off-site storage

• Access – Any designated FDA officer or employee may, at all reasonable
times, access, verify, or copy all records or reports
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Record Contents

• Records of corrections & removals, §806.20(b), include the
following elements:
– Name and intended use of the device

– UDI or UPC for the device

– A description of the event

– Justification for not reporting (including any conclusions and
follow-ups)

– A copy of any communication regarding the correction or
removal
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Report or Record

Correction
or

Removal

Any change to a
distributed device

Improve device performance

Improve device quality

Market withdrawal

Routine servicing

Stock recovery

Record
§806.20

Report

C&R Report (§806.10)

Medical Device Report (Part 803)

Electronic Product Report (Part 1004)

Recall
Part 7
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Medical Device Reports
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MDRs

• On Nov. 8, 2016, FDA-CDRH issued the guidance
document, UCM359566, Medical Device Reporting for
Manufacturers

• The guidance document provides information on
managing Medical Device Reports for manufacturers.

• The assumption, for this presentation, is that MDRs may
involve remedial action which may involve changing
distributed devices.

– These changes may lead to corrections and removals
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Remedial Action
• Section 2.21 of the MDR guidance discusses remedial action

• Remedial action means any action other than routine maintenance or
servicing of a device where such action is necessary to prevent recurrence
of a reportable event. [§803.3(v)]

• Only events that require remedial actions to prevent an unreasonable risk of
substantial harm to the public health or … must be submitted as 5-day
reports under §803.53

• If your firm initiates a remedial action in response to an adverse event that
FDA would consider a Class I recall because there is “a reasonable
probability that the use of, or exposure to” the device “will cause serious
adverse health consequences or death”, your firm must submit a 5-day
MDR

– This is a remedial action to prevent an unreasonable risk of harm to the
public health

98Part D - The US System



Ombu Enterprises, LLC

Remedial Action (cont.)

• If your firm has filed an initial MDR report for an event and later decides to
take remedial action to address the reported device problem, file a
supplemental MDR report that identifies the remedial action taken in
response to the reported problem.

• Once you have made a determination to initiate a remedial action to prevent
an unreasonable risk of substantial harm to the public health, and have filed
5-day reports for the events that caused your firm to recognize the need for
this remedial action, any subsequent additional reportable events
associated with that specific remedial action (i.e., events that do not
necessitate a new remedial action) should be filed as 30-day reports.
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Reporting MDRs

• Be cautious about Medical Device Reports (Part 803)
and Correction & Removal Reports.

• If you have initiated remedial action, use eSubmitter
Block H-7 and identify the type of action: Recall, Repair,
Replace, Relabeling, Notification, Inspection, Patient
monitoring, Modification/Adjustment, Other

• Use eSubmitter Block H-9 to report the number of any
Correction & Removal submitted

• The MDR form does not contain all the required
information for a Correction & Removal.
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Cybersecurity
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Postmarket Cybersecurity

• On Dec. 28, 2016, FDA-CDRH+CBER issued the guidance
document, UCM482022, Postmarket Management of Cybersecurity
in Medical Devices

• The guidance document provides information on managing
cybersecurity vulnerabilities for marketed and distributed devices.

• The assumption, for this presentation, is the exploitation of these
vulnerabilities after the device has shipped. Consequently, the
device manufacturer must address the issues by changing devices
in the field, which leads to corrections and removals.
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Cybersecurity Modifications
As Enhancements

• The post-market cybersecurity guidance lists some cases in a correction or
removal is an enhancement, and therefore is not reportable.

• Cybersecurity routine updates and patches are changes to a device to
increase device security and/or remediate only those vulnerabilities
associated with controlled risk of patient harm. These types of changes are
not to reduce uncontrolled risk of patient harm, and therefore not to reduce
a risk to health or to correct a violation of the FD&C Act.

– A controlled risk is present when there is an acceptable residual risk of
patient harm due to a device’s particular cybersecurity vulnerability.

– An uncontrolled risk is present when there is unacceptable residual risk
of patient harm due to inadequate compensating controls and risk
reduction.
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Cybersecurity Modifications
As Enhancements (cont.)

• The majority of manufacturer’s actions to address cybersecurity
vulnerabilities and exploits, cybersecurity routine updates and patches, are
a type of device enhancement for which the FDA does not require advance
notification or reporting under 21 CFR part 806. [I. Introduction]

• Cybersecurity routine updates and patches are generally considered to be a
type of device enhancement that may be applied to vulnerabilities
associated with controlled risk and are not considered a repair. [IV.
Definitions C. Cybersecurity Routine Updates and Patches]

• Cybersecurity routine updates and patches may also include changes to
product labeling, including the instructions for use, to strengthen
cybersecurity through increased end-user education and use of best
practices. [IV. Definitions C. Cybersecurity Routine Updates and Patches]
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Reportable
Cybersecurity Modifications

• When a manufacturer converts an uncontrolled risk to a controlled risk by
changing a marketed device, then the changes are reportable under Part
806, Corrections and Removals.

– Based on the definitions, the action moves from an unacceptable
residual risk of patient harm to an acceptable residual risk.

– The action reduces a risk to health, so is reportable.

• However, FDA does not intend to enforce reporting requirements under 21
CFR Part 806 for specific vulnerabilities with uncontrolled risk when the
manufacturer meets certain circumstances (see the next slide).

• Source: VII. Remediating and Reporting Cybersecurity Vulnerabilities, B.
Uncontrolled Risk to Safety and Essential Performance, 4th Bullet
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Reportable
Cybersecurity Modifications (cont.)

• The conditions for enforcement discretion are:

– There are no known serious adverse events or deaths associated with the
vulnerability

– As soon as possible, but no later than 30 days after learning of the vulnerability,
the manufacturer:

• communicates with its customers and user community regarding the
vulnerability

• identifies interim compensating controls

• develops a remediation plan to bring the residual risk to an acceptable level

– As soon as possible, but no later than 60 days after learning of the vulnerability,
the manufacturer:

• fixes the vulnerability

• validates the change

• distributes the deployable fix to its customers and the user community

– The manufacturer actively participates as a member of an ISAO that shares
vulnerabilities and threats that impact medical devices [See Section IX]

106Part D - The US System



Ombu Enterprises, LLC 107

Recalls
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Public Information

• Beginning January 3, 2017, FDA will post information in the searchable
Medical Device Recalls Database much earlier than previously

– FDA will post the information when the firm takes a correction or
removal action and notifies FDA that they can post it.

– FDA will no longer wait until it has classified the recall.

• When firm provides the required information, the District Recall Coordinator
will ask whether the information is ready to be posted.

• If the firm agrees, FDA will post information regarding the correction or
removal action in the searchable Medical Device Recalls Database.

• FDA will update the database after it classifies the recall and again when
the recall is terminated.

• http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfRES/res.cfm?source=g
ovdelivery&utm_medium=email&utm_source=govdelivery
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Evaluation and Classification

• FDA will convene an ad hoc committee of scientists to
evaluate and classify the recall

• The committee will consider specific factors and classify
the recall as Class I, Class II, or Class III
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Classification

• FDA classifies recalls based on the relative degree of health hazard.

• Class I - a situation in which there is a reasonable probability that
the use of, or exposure to, a violate product will cause serious
adverse health consequences or death.

• Class II - a situation in which use of, or exposure to, a violate
product may cause temporary or medically reversible adverse health
consequences or where the probability of serious adverse health
consequences is remote.

• Class III - a situation in which use of, or exposure to, a violate
product is not likely to cause adverse health consequences.

• Note that the classification severity is the opposite of the device risk
class
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Recall Strategy

• The firm should develop a recall strategy based
on the specific circumstances

• FDA will review the strategy and make
recommendations as appropriate
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Recall Strategy

• The recall strategy includes the following elements:

• Depth of recall – The level in the distribution chain
included in the recall

• Public warning – A public warning, reserved for urgent
situations, to alert the public when a recalled product
presents a serious hazard to health

• Effectiveness checks – Verify that all consignees at the
recall depth received the notification and took
appropriate action
– FDA has defined five effectiveness check levels
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Recall Communication
• A company promptly notifies the affected direct

accounts. The recall communication includes
information:

• That the product in question is subject to a recall.

• That further distribution or use of any remaining product
should cease immediately.

• Where appropriate, that the direct account should in turn
notify its customers who received the product about the
recall.

• Instructions regarding what to do with the product.
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Recall Status Reports

• The company makes periodic reports to the district office
at regular intervals.

• The report interval will usually be every 2 to 4 weeks.

• The reports are stopped when FDA terminates the recall
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Recall Termination

• FDA will terminate the recall after the company makes all
reasonable efforts following the recall strategy

• The appropriate FDA district office provides written
notification of the recall’s termination
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Total Product Life Cycle
(TPLC) Database
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TPLC Database

• The Total Product Life Cycle (TPLC) database integrates premarket
and post-market data about medical devices. It includes information
pulled from CDRH databases including Premarket Approvals (PMA),
Premarket Notifications (510[k]), Adverse Events, and Recalls. The
TPLC database is refreshed as each of the individual data sources
is updated.

• You can search the TPLC database by device name or Pro-Code to
receive a full report about a particular product line.

• In its current form, the TPLC database provides data by Pro-Code or
generic category of device, and not by individual submission or
brand name.
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TPLC Database

• Determine the FDA product code (Pro-Code) for the device and
enter it into the search engine

• Select the starting year for the report

• The report has three sections:

– Premarket Reviews

– Device Problems (sorted in descending order)

– Recalls – A table showing the number of recalls by class and
year

– Recalls – A table showing the manufacturer and class

– Each section includes hyperlinks to the other databases for more
detailed information
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TPLC Search Engine

http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfTPLC/tplc.cfm

http://www.addthis.com/bookmark.php?u508=true&v=152&username=fdamain
http://www.addthis.com/bookmark.php
http://www.fda.gov/default.htm
http://www.fda.gov/MedicalDevices/default.htm
http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/Databases/default.htm
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfPMN/pmn.cfm
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfRL/rl.cfm
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfMAUDE/TextSearch.cfm
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfRES/res.cfm
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfPMA/pma.cfm
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfPCD/classification.cfm
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfStandards/search.cfm
http://www.accessdata.fda.gov/scripts/cdrh/devicesatfda/index.cfm
http://www.addthis.com/bookmark.php?u508=true&v=152&username=fdamain
http://www.addthis.com/bookmark.php
http://www.accessdata.fda.gov/scripts/cdrh/devicesatfda/index.cfm
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfTPLC/tplc.cfm
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Part 821
Medical Device Tracking
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When is a Device Tracked?

 Condition 1

– Class II OR Class III device

 Condition 2

– failure of the device would be reasonably likely to have serious
adverse health consequences; OR

– the device is intended to be implanted in the human body for
more than 1 year; OR

– the device is a life-sustaining or life-supporting device used
outside a device user facility

 Condition 3

– FDA issues a tracking order to the manufacturer.

21 CFR §821.1(a)
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Example

• A continuous ventilator is a Class 2 device defined in 21
CFR §868.5895.

• Product code CBK is for a “ventilator, continuous, facility
use”

• Product code NOU is for a “continuous, ventilator, home
use”

• CBK is not a tracked device, but NOU is a tracked
device!
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Purpose of Device Tracking

 Ensure that tracked devices can be [tracked] from the device
manufacturing facility to the person for whom the device is indicated,
e.g., the patient.

 Effective tracking of devices from the manufacturing facility, through the
distributor network (including distributors, retailers, rental firms and
other commercial enterprises, device user facilities, and licensed
practitioners) and, ultimately, to the patient is necessary for the
effectiveness of remedies prescribed by the act, such as patient
notification or device recall.

 Although these regulations do not preclude a manufacturer from
involving outside organizations in that manufacturer's device tracking
effort, the legal responsibility for complying with this part rests with
manufacturers who are subject to tracking orders, and that
responsibility cannot be altered, modified, or in any way abrogated by
contracts or other agreements.

21 CFR §821.1(b)
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Requirements
 A manufacturer of a tracked device shall establish a written standard

operating procedure for the collection, maintenance, and auditing of the
data specified

 Within 3 working days of a request from FDA, prior to the distribution of
a tracked device to a patient, the name, address, and telephone
number of the distributor holding the device and the location of the
device;

 Within 10 working days of a request from FDA for tracked devices that
are intended for use by a single patient over the life of the device, after
distribution to or implantation in a patient: <list not included>

 Within 10 working days of a request from FDA for tracked devices that
are intended for use by more than one patient, after the distribution of
the device to the multiple distributor: <list not included>

21 CFR §821.25
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Auditing Requirements

 A manufacturer of a tracked device shall establish a written
standard operating procedure for the collection, maintenance,
and auditing of the data specified including:

– An audit procedure to be run for each device product subject
to tracking, at not less than 6-month intervals for the first 3
years of distribution and at least once a year thereafter.

– This audit procedure shall provide for statistically relevant
sampling of the data collected to ensure the accuracy of data
and performance testing of the functioning of the tracking
system.

21 CFR §821.25(c)(3)
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Inspectional Objectives
CAPA – Medical Device Tracking

1. Determine if the firm manufactures or imports a tracked device.

2. Verify that the firm has established a written standard operating
procedure (SOP) for tracking that complies with the requirements in
21 CFR Part 821.25(c).

3. Verify that the firm’s quality assurance program includes audits of
its tracking system within the appropriate timeframes specified in
21 CFR Part 821.25(c)(3).
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Part 822
Post-Market Surveillance
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Application

• Procedures and requirements for Class II and Class III devices that
meet any one of the following criteria:

(a)Failure of the device would be reasonably likely to have
serious adverse health consequences

(b) The device is intended to be implanted in the human body
for more than 1 year

(c) The device is intended to be used outside a user facility to
support or sustain life.
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Notification

• FDA sends a letter, the post-market surveillance order, notifying the
manufacturer that post-market surveillance is required for the
device.

• FDA may ask for information about the device to define the scope
of a surveillance order.

• FDA specifies the devices subject to the surveillance order and the
reason for post-market surveillance.
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Post-market Surveillance Plan

• The manufacturer submits a post-market surveillance plan to FDA within 30
days of the post-market surveillance order.

• The includes (this is not the full list):

– The plan’s objectives addressing the surveillance questions identified in
the order

– The subject of the study, e.g., patients, the device, animals, etc.

– The variables and endpoints that will be used to answer the surveillance
question, e.g., clinical parameters or outcomes

– The surveillance approach or methodology to be used

– Sample size and units of observation

– An estimate of the duration of surveillance

– All data analyses and statistical tests planned
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Problems
• The failure to have an approved post-market surveillance plan or

failure to conduct post-market surveillance in accordance with the
approved plan constitutes failure to comply with section 522 of the
act.

• Your failure would be a prohibited act under section 301(q)(1)(C) of
the act, and your device would be misbranded under section
502(t)(3) of the act.

• We have the authority to initiate actions against products that are
adulterated or misbranded, and against persons who commit
prohibited acts.

• Adulterated or misbranded devices can be seized.

• Persons who commit prohibited acts can be enjoined from
committing such acts, required to pay civil money penalties, or
prosecuted. [§822.20]
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Duodenoscopes
• A few years age, there were issues about reprocessing of duodenoscopes, patient

infections, and patient deaths.

• FDA issued a postmarket surveillance order to each of the three primary
manufacturers: Pentax of America, Olympus Corporation of America, and Fujifilm
Medical Systems, USA.

• The orders (PS150002, PS150003, and PS 150004) asked three questions:

– Are the user materials that are included in your firm’s duodenoscope labeling and
instructions for use sufficient to ensure user adherence to your firm’s
reprocessing instructions?

– After use of your firm’s labeled reprocessing instructions, what percentage of
clinically used duodenoscopes remain contaminated with viable microorganisms?

– For devices that remain contaminated after use of your firm’s labeled
reprocessing instructions, what factors contribute to microbial contamination and
what steps are necessary to adequately decontaminate the device?

• On March 9, 2018, FDA issued Warning Letters to the companies for failure to
implement the plans
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Duodenoscopes
• As an example, consider the letter to Pentax

• A study plan for the Sampling and Culturing Study was approved on
December 8, 2016. Per the approved study plan, your firm is required to
conduct a Phase 1 and 2 study that collects a total of 850 samples. Under
the Phase 1 study, your firm was required to enroll two (2) sites and collect
85 samples by May 2017. However, as of February 2, 2018, only 20
samples for the Phase 1 study have been collected at the two enrolled (2)
sites.

• A study plan for the Human Factors Study was approved on August 10,
2017. Per the approved study timeline, the study was expected to have the
first test participant enrolled by August 2017, have six (6) test participants
enrolled per month, and have data collection completed by January 2018.
However, as of the interim report dated February 2, 2018, your firm has
zero (0) participants enrolled and human factors testing has not
commenced.

Part D - The US System 133



Ombu Enterprises, LLC

Database

• FDA maintains a database these studies at

https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfPMA/pss.cfm

• For the Pentax case the status is:

– Human Factors Study: Progress Inadequate

– Sampling and Culture Study: Noncompliant
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Questions
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